ﬁ J O R : HEEAERS | iHERSEEEEE" ES IS xddass.net
15 ShiroPREEKIFIEN A

55155 ShirofRSLARIRIZT 4R
B R AR TR , Shirol RIEEMREANAISE KT

o NEFHMBRERT. ZEAMEFTEREGIARRE., NABARERK
e Springboot2.x/SpringMVC + Maven + jdk8 + IDEA/Eclipse

o FRIKF : EiEShirofE AE)RSLRRRIER | BEBEEEATZORE

SE25E BURIEHIFNYIFJavaWe bR IR N PRI

7 : HE T ARPRIEE] , 13 JavaWebBIL BT

o HAEKPRIZESR
o ZEASHIMMAINEES | ELUIREEMDREF , THEEAUR |, EURRUR , EIENRS
o EEFRMES : BFHIEIR , iHEEAF | Rede(EEEr%R (CRUD )
o #1ZjavawebBT/EAM
o FilterEOE—NdoFilter/5i% , BOmSiFIISSFilter , FEEX M MNwebZRHITH=EE
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o WNFRIIAIAYERZ A PRI NATFilter , MSIA{TdoFilter()/5i% | AAIEFIETESBIRE TIHRARI MATE R

o /api/user/info?id=1

public void doFilter(ServiletRequest request, ServletResponse response, FiltercChain chain)
throws Exception {
HttpServiletRequest httpRequest=(HttpServletRequest)request;
HttpServiletResponse httpResponse=(HttpServletResponse)response;

HttpSession session=httpRequest.getSession();

if(session.getAttribute("username™) !=null){
chain.doFilter(request, response);
} else {
httpResponse.sendRedirect(httpRequest.getContextPath()+"/Togin.jsp");
}

\9 oLt BE : SHREAEES | IHEASEESIEE" SSRISBBE xddass.net

F25 KiFPURIESZ OEIRACLFIRBAC
B1EE BURIEZRIZ T ZACLFIRBACHER

& . A4 RACLFIRBAC

e ACL: Access Control List i5[a)izH7158

ARTES TRY—MBRIZIT | BRI OET P EREASPRES

e BERZE , FFAERE

R BPTINREREEY , SEEEFHNEZ M | RS, METERE
7 : ERRXERFANIRIZIT, BEiRERFIIRIR

¢ RBAC: Role Based Access Control

o ETABHHINENRS. SIRSHEHEXE  BRETRESHAENRRMEEIXLAEIINR
o ffir2 : BT RFERIRNER , BYNEFPHToE  FERBERIRXENEE
o fRA : FFRXILLACLIEX TS ZY
o fIF : EFRBACHEEIRIINRIGIENELES N B Apache Shiro, spring Security
o BAT{RAV ACL , —fEXHRERRS , FIEAIODPS

o o o o

R TREETEZR , MNEE | 4HPMAMRES T, EE 5K ABAC, PBACE
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SB25R FiRABRIESR BT A LB

a7 : NBETHIBPRIESS Apache Shiro, spring Security

o {+42 spring Security : ERERNE

Spring Security2—PMEeBAETFspringfItll N ARFIRHEFIPRNNZ SR ETRAS ZNESER. TRl
T—HAILAESpring i A E X FECERBean , o FIFA T Spring IoC, DI (F#lx&FEInversion of Control
,DI:Dependency Injection {KEHEN ) FlAoP ( EIMLIELRIE ) ThEE , AR BRGIRHFBENNZSIHEHEHITH
g8, RO T A REGLZEEHREAEESENIE.

—aiE : Spring Security RYBISRE Acegi Security , 2 Spring IBHEFFREREZEINERSHIESE

o {+42 Apache Shiro : BMNERNE

o https://github.com/apache/shiro

Apache shiro2—MEXKBEZAMNIavaReER, FUTBMINIE. FiN. BREMSEEE. E/AshirolNZT
EERIAPT, ERTLARIE, BAAMSRISE AN AEER , e/ \a9RB N FfE R SR ARIMEFN R N FREFT.

—&iE : shiroR—MEAZAIavaReER, BETIALE. i IMENSIEEEEIEE

o FMATRR | RIZEAILE
o Apache Shirott,Spring Security , BI&{EFE AR
o Shiro ThggiEA. B, RiE, NRHIKERNESHYE , JLURIET
o Spring Security ¥JSpring REZIFCEYT |, BiE Spring AR NEEF &
o SpringSecutiry 37¥FOauth£=fY https://spring.io/projects/spring-security-oauth , ShiroFEEH 2L

BE : BMERSBEHETIE , XIFIIEE—5 , HiF—RLHEFEShiro , FIRBER


af://n98
https://spring.io/projects/spring-security
https://github.com/apache/shiro
https://spring.io/projects/spring-security-oauth

\9 POl BE : SHREAERS  IHEASEEEIEE" SSRIBB xddass.net

5835 Apache ShiroB iSRRI HAE
FB1EE ShirotzL IR Z SR E 3 BN KRR H#E

A7 : HAEShiroSISEIRZEMMAZURR BEHALE , 81X , 2IESIEMME:

o HEjXApache ShiroEM http://shiro.apache.org/introduction.html

o HARBINANILE
o Authentication , BADIEIAIE , —fRFLES S
o HAREN

o Authorization , t8FBFP S ECABEE THIAFEL R IRATR

HoaRSIAEE

o Session Management, HFHISIEEER , ZEE% T2web session

H AR
o Cryptography, #URNIRE: , LLAIEGIIRES

Authentication Authorization

Session
Management

Cryptography

b
Web Support Caching

v )

Concurrency | Testing | "Run As" Re"ﬁ;“be"

Primary Concerns

Supporting Features

6258 APiBIEShriof fRIZHIETTHREEIE RS HER
A+ HERFEITRAShriofREE . INREHINIETRIZAIShiro BT EHIHE
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http://shiro.apache.org/introduction.html
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e ENAEM : http://shiro.apache.org/architecture.html

¢ Subject
o HNNERFRHERFIRAEER (MABF , B=AKSS , cronfEll ) , EREBRRFHE TR

e SecurityManager

o REEIER , SubjectHIANIEARINEEE L ETER M T

e Authenticator

o TAIERS , FEMRESubjectAIIAIE

¢ Realm

o MR , ShirofILZSEURINERESE | IFLVidboER SRR ;| BidrealmEBGAIEHERUEXER

e Authorizer

o IFINEE , EEMZSubjectiUiFY, FEhlsubjectiBRIABIHREINIR
¢ Cryptography

o NNfEE , ShirolE &2 T ERMIEREIRINRESX B TRESERMapi

¢ Cache Manager

o FIFEIESE  LLIMAESIEIER B

Flex
Sitverlight
Swing

Standalone
Application

Security Manager g

r

Authenticat Session 4

uthenticator ’ 0

Authorizer

o t

— Cache .

g

Pluggahle Realms (1 or more) ‘ Manager r

.n:uau:: ActvsDiectory custorn | | S€SSION a

Realm DAO E

(Cache) (Cache) )
S

BEZEFRESR ; http://shiro.apache.org/reference.html



http://shiro.apache.org/architecture.html
http://shiro.apache.org/reference.html

ﬁ Foe BE : SHREAERS | IHEASEEEIEE" SERIBB xddass.net

584% Springboot2.xE& Apache ShirolRiE _EF Lk
S81£E SpringBoot2 xE & Shirot fRIAEIR B aiE

faifY : {EASpringBoot2.xZ & ShirofNFRIAE

o Maven3.5 + Jdk8 + Springboot 2.X + IDEA (Eclipsetia]LA)
o BlJ#ESpringBootlil B
o https://start.spring.io/

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-web</artifactid>

</dependency>

<dependency>
<groupId>mysql</groupId>
<artifactid>mysql-connector-java</artifactid>

</dependency>

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-test</artifactid>
<scope>test</scope>

</dependency>

<dependency>
<groupId>com.alibaba</groupIid>
<artifactid>druid</artifactIid>
<version>1.1.6</version>
</dependency>

« E&ShirotEXjarE

<dependency>
<groupId>org.apache.shiro</groupid>
<artifactIid>shiro-spring</artifactid>
<version>1.4.0</version>
</dependency>
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https://start.spring.io/

SE25F HRE LFZ Shirol EFNIZHURIESCIR L5
W7 : RS hrioRAERIIEINEIR L1
N : PSRRI , (OTRSRF SR

FB3EShirolMIEFIEHRIZF TS BAPHRIE &
A iHEEShiroRYIZINCIRIIE AP RIETE


af://n249
af://n272

// BEEYNAIRE

subject.hasRole("root")

//3kEsubjectsy
subject.getPrincipal()

//MEREENNAAE  TiREIE , BfEfESecurityManager BEIFH THIKT

subject.checkrRole("admin")

//MEREENNAEE

subject.hasRole("admin")

//1BHER
subject.Togout(Q);

ﬁ oY BE : HREAEES  IHEASEEEIEE" SSRIH B xddass.net

B55 1¥iR#EApache Shiro realm3ELk

ZB15E ShiroZ2EKIRZRealmiftfiF
@9 : iHiEshiroBIABEreaimfIE RERR

realm{EF : Shiro M\ Realm SKENZL £ IR

FABTHIrealm : idaeEBreamPEKX R , BEVASLIIFIE E X4 Irealm

FEMEES
o principal : AR , TLIBEZA  ERFEEGHE—M  BEUNERAFE | FS , tEE
o credential : fEiF, —RFLEZHY
o PFLA—#&EKAI 75 principal + credential FEKS + 2513

S, FEEBEENrealm , BIEERL AuthorizingRealm
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2L RiE FF 2 Shirol&EIniRealmECIEFIBPRIEIEapi
A7 : ifEShiroPIE ini realmsLCiE

# 18 name=password,rolel,role2,..roleN

[users]

# user 'root' with password 'secret' and the 'admin' role,
jack = 456, user

# user 'guest' with the password 'guest' and the 'guest' role
xdcalss = 123, root

# 183 role=permissionl,permission2...permissionN  tBeJLARIEEF

# THEEEBuserfINEIFTBvideo: find,video:buy , iIREERLEvideoEME/Ecrud M user = video:*
[roTes]

user = video:find,video:buy

# 'admin' role has all permissions, indicated by the wildcard "*'

admin = *


af://n320

3t PuE FF ZShirolFHJIdbcRealmaLiE

a7t : iHE#ShiroM & JdbcRealm3Lig
o {FFjdbcrealm.ini
#HEIE MHFEinT |, RAS/IANST

#m=H0HRealm , IgEreamEsy
jdbcRealm=org.apache.shiro.realm.jdbc.JdbcRealm

HECEEEIR

#datasource=com.mchange.v2.c3p0.ComboPooledDataSource
dataSource=com.alibaba.druid.pool.DruidbataSource

# mysql-connector-java 5 FARYIRZJurlZcom.mysql.jdbc.Driver , mysql-connector-java6lliaHEE
com.mysql.cj.jdbc.Driver

dataSource.driverclassName=com.mysql.cj.jdbc.Driver

HERREEE
dataSource.url=jdbc:mysql://120.76.62.13:3606/xdcTlass_shiro?charactereEncoding=UTF-
8&serverTimezone=UTC&useSSL=Ffalse

dataSource.username=test

dataSource.password=xdclasstest

HEEHIETR

jdbcRealm.dataSource=$dataSource

jdbcRealm.permissionsLookupEnabled=true

#EESecurityManagerfyrRealmssLHl , & realms , SIS , FHESIEHF
securityManager.realms=$jdbcRealm

3 s - v


af://n336

DefaultSecurityManager securityManager = new DefaultSecurityManager();

DruidbataSource ds = new DruidbDataSource();

ds.setDriverClassName("com.mysql.cj.jdbc.Driver");

ds.seturl("jdbc:mysql://120.76.62.13:3606/xdclass_shiro?charactereEncoding=UTF-
8&serverTimezone=UTC&useSSL=false");

ds.setUsername("test");

ds.setPassword('"Xdclasstest");

5B4£E Apache Shiro BTEENX Realm3ELk
&N - HREE X RealmTEEELRL

o L

o BEE—E |, YiRKAuthorizingRealm->AuthenticatingRealm->CachingRealm->Realm
o BB % doGetAuthorizationInfo
o EBEIAILA XL doGetAuthenticationinfo

« Tk

o YA EFEHIIESTER doGetAuthenticationinfo
o HTRIRRIEAIAHZESVER: doGetAuthorizationInfo
o WENE

o UsernamePasswordToken : XJRIEiE shirofdtokenshE Principalf1Credential

= UsernamePasswordToken-) HostAuthenticationToken-) AuthenticationToken

o SimpleAuthorizationinfo : XZEBFABNIREE
o SimpleAuthenticationinfo : {{FKIZFEBFHNAIESE


af://n361

SB55 IEAShiroFIBFISHAIER IR
7t : Shirol\EREIXRTZAREARE , KBSt

INIERFERZIE : subject.login(usernamePasswordToken);
DelegatingSubject->login()
DefaultSecurityManager->login()
AuthenticatingSecurityManager->authenticate()
AbstractAuthenticator->authenticate()
ModularRealmAuthenticator->doAuthenticate()
ModularRealmAuthenticator->doSingleRealmAuthentication()
AuthenticatingRealm->getAuthenticationInfo()

7T . BUESIRAZIBLIIES L AuthenticatingRealm-> assertCredentialsMatch()
ISRUTAEMRIE - subject. checkRole("admin™)

DelegatingSubject->checkRole()
AuthorizingSecurityManager->checkRole()
ModuTarRealmAuthorizer->checkrRole()
AuthorizingRealm->hasRole()
AuthorizingRealm->doGetAuthorizationInfo()


af://n408

9 ot BE : SHREAEES  IHEARSEEEIEE" SSRISEB xddass.net

S56E ShirofBRIAEWebZEFUKIR MR

HHHEE 152 ShiroN ERFilterid S8R
&7y : itiEshiroI BRI B iHiR

1ZIITIREEE © DefaultFilter, ECEMRMSEXIRPP MBS TR
authc : org.apache.shiro.web filter.authc.FormAuthenticationFilter
o FENEERARGHA
user : org.apache.shiro.web filter.authc.UserFilter
o AP T WIFERF.
anon : org.apache.shiro.web filter.authc.AnonymousFilter
o ERIEES  FAHREESRNUMNMENER  ERAFSRS , — BT IEHSER.
roles : org.apache.shiro.web.filter.authz.RolesAuthorizationFilter
o FABIRNU=EEE A WIAFENEHERE.
o BHAIEE , RrFLABAREEY , 21 SHEIE roles['admin,user'] , ZAEZNSHETVRE
SHENBI A BiEd
perms : org.apache.shiro.web filter.authz.PermissionsAuthorizationFilter
o IPRIFHSU=EIES , WIEFAFEEHEERIR
o BHAIEZN , FrmerttRAseEId , Z1MSEEYE perms['user, admin"] , ZEZSNSEHETY
M SEENEE A &AL

authcBasic : org.apache.shiro.web.filter.authc.BasicHttpAuthenticationFilter
o httpBasic BIEIFI=EzS.
logout : org.apache.shiro.web filter.authc.LogoutFilter
o JBHIEEES , VTS EENESRIshiroFilterFactoryBean. setLoginurl (); iZ&HRY url

port : org.apache.shiro.web.filter.authz.PortFilter
o Im=#kss, AIEIAYRO.

ssl : org.apache.shiro.web filter.authz.SslFilter
o ssi=#kzR , RBIFKINMNEhttps 7 BEEIT.
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S82£E ShirofyFilterfic B IR iHAR
&7 : iHEEBFilterBe B IRE

e /admin/video /user /pub
- BEBEATE 2. ¢ TRERFATRS SEERSRRT
o I AJLAPCECFRE |, AIDRILAH TRISRICED , (EZ N ESHMEES * KITE

UR LA BRSRENE— R ICECL S A =,

7 EE—NFERF, W /user? , DLEE /user3 , {EARILEC/user/;

* o LEEEANHESNFRE , W /add* ILEE /addtest , (BARILED /user/1

* o LRSI HSNER , A0 Juser/** BIL B /user/xxx B /user/xxx/yyy

B+
/user/**=filterl
/user/add=filter2

&K /user/add @PHIEF11terli=EE

=H

o MREERE  BECHTLLFAFERIVECRERMA |, FTLAMREERTHESS | R ERFAFHIES

SB35< Shiro MRR =22 ARG

AN HREIERSZOER , NMBERIIETE , Shiro BBAY CredentialsMatcher{siFl

o NIEENRE
o IANEGREZIME |, LUANERIANFME , h—HENSIER™EER
- A& X
o —f&Mhash , RN E—FHEERKENBEERIFE —EEKENERHEENREL , ESFHE
H9 , tbanMD5
o 4 Esalt(Eh) 667788——) aabbcc

o MREFBIRGIREISTINEZLIE | FZEIINEZMUER IR | —RSEN R EE IR
EahifTaE | LanAFid |, BIF - I1EE0E = MD5(BESIZE+RFid), BREESEX , thaLAFER

ZEHY | HINZIXmd5
* ShiroB2[@ CredentialsMatcher , FIsREGIEZIDEHRIER |,

o JERS : AuthenticatingRealm -> assertCredentialsMatch()


af://n484
af://n501

—R=BExE XN
@Bean
public HashedCredentialsMatcher hashedCredentialsMatcher(){
HashedCredentialsMatcher hashedCredentialsMatcher = new
HashedCredentialsMatcher();

//BBIEE | ERAMDSEIL;

hashedCredentialsMatcher.setHashAlgorithmName('md5");

//EFIRDREL , LEANEFIRR , FH25TF mdS (md5 ("xxx")) ;

hashedCredentialsMatcher.setHashIterations(2);

return hashedCredentialsMatcher;

545 ShiroBRIZHI TRz ViHAR

A : HEPURAEEF @RequiresRoles, @RequiresPermissionsE T FANERAMRmIERI=H

BB

{#EFShiroConfig

b 37 a8

* @RequiresRoles(value={"admin", "editor"}, logical= Logical. AND)

o FEEME admin 7 editorFiMBE ANDERF MRS AL

¢ @RequiresPermissions (value={"user:add", "user:del"}, logical= Logical.OR)

o FEENR user:add g user:deltffRE+H— , OREFHIEZ.


af://n537

* @RequiresAuthentication

o TBEHHIM , A Subject.isAuthenticated()iREltrue
¢ @RequiresUser

o BSHIIFsEETIC FRERAY
wEH

Subject subject = SecurityUtils.getSubject();
/ /BT RGHE
if(subject.hasrRole(“admin”)) {

//ERE , BIR
} else {

/ /7B, TR

b

/ /BE R

if(subject.isPermitted("/user/add")){
/ /BR

}else{

/1 FABR
}

o HEIAPI

o subject.hasRole("xxx");

o subject.isPermitted("xxx");

o subject. isPermittedAll("xxxxx","yyyy");

o subject.checkRole("xxx"); // ZoRENE , SJLUASRERERISHIA

555 Shiro EIFEHRIHER
A : HEEFN(EATShirofYEFIER

o HARshiroEfF
o shiroIRHt T IHAEHSEFIENSERNEE.


af://n592

= BARKAANHERERN , T ERERNEFshioZ AT ERI(ERINEIEEX)

o AuthenticatingRealm &% AuthorizingRealm 43 BI#2{t 7 XFAuthenticationInfo ] AuthorizationInfo {E2HI%E
T‘?o

£86£E Shiro Sessiont&EIRiHAR
&7 : iHfEShiro Sessiont&ER{EMFISessionManager

» fHAaR&iEsession

o FFTIEFEEIEE , BRI LR EsessiontRBIZIENEER | fljavawebdAJsessionZE
o HAREIRETESESessionManager

o ATEEIBEEIERGsubjectiFEIRIE , EshirofUil Al
o LI :

o //FFE— session
Session start(SessionContext context);

//187EKeyFKEsession
Session getSession(SessionKey key)

o shiroFHSTEEERBEZ LI
o SessionDao £IRTFEAFAM,

o SessionDAO AbstractSessionDAO CachingSessionDAO EnterpriseCacheSessionDAO
MemorySessionDAO

o #LITIE


af://n622

//8UzE

Serializable create(Session session);

/ /3REX

Session readSession(Serializable sessionId) throws UnknownSessionException;
/ /B

void update(Session session)

/ /MR SiESHAR <V

void delete(Session session);

/ /3RELEEAIsession

Collection<Session> getActiveSessions();

o RNEFMEBZ LI

BB

RememberMe
1. Cookie BEIZFIHHF #17F
BEidiEAAsubject. Togin(f/l , iIRE token.setRememberMe(true);
KANEESHEHII 2 RIS ESE21CE R
R
- subject.isAuthenticated() FFRAFPHTTEHIIIERA , Blsubject.login HITTER
- subject.isRemembered() FrRAFEEIRememberMme&EZRH
- subJ ect.isAuthenticated()==true, ] subject.isRemembered()==false, HWPER
B SR UESREAPLERA T ZEauthcHTIIHZE, | iz ARG 2Bl
SUbJ ect.ToginQOER , TeMt&ns , HftIFzOEO=sE TTENIE S us e riZ#zs B m]

AW N
VA

\9 JoikY BR  LEEATHEY | ISEASEEEINGE" ESHIEISEIHE xdclass.net

5875 Apache ShiroB & SpringBoot2. x5 5 Z=HISELE
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£51£E ShiroB & SpringBoot2.xZfISCiE 43
At : NMéBApache ShiroZ&SpringBoot2 x5S LTI AR

o FAER : BIEIHS BEHRIGLE + SpringBoot2.x + Mysql + Mybatis + Shiro + Redis + IDEA + JDK8

S525 EFRBACHURIZHISERZ Mys qIEiE RSt
WA R RAITREIRE - SE-AUR XS

. AP
)
. 1R


af://n670
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S53£E SpringBoot2 . xIR BHESRFIKEiEE
&7 : fEfspringboot+mybatis+shiro}E I EEALHELS

o B/ T https://start.spring.io/

 TIE{KHR
<dependencies>

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-web</artifactid>

</dependency>

<dependency>
<groupId>mysql</groupId>
<artifactId>mysql-connector-java</artifactid>

</dependency>

<dependency>
<groupId>org.mybatis.spring.boot</groupId>
<artifactId>mybatis-spring-boot-starter</artifactIid>
<version>1.3.2</version>

</dependency>

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-test</artifactIid>
<scope>test</scope>

</dependency>

<!--[IEBEEdrui d&dEE-->

<dependency>
<groupId>com.alibaba</groupid>
<artifactIid>druid</artifactid>
<version>1l.1.6</version>

</dependency>


af://n719
https://start.spring.io/

<!--spring®#&shiro-->

<dependency>
<groupId>org.apache.shiro</groupId>
<artifactId>shiro-spring</artifactid>
<version>1.4.0</version>

</dependency>
</dependencies>
<build>
<plugins>
<plugin>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-maven-plugin</artifactIid>
</plugin>
</plugins>
</build>

<repositories>
<repository>
<id>spring-snapshots</id>
<name>Spring Snapshots</name>
<url>https://repo.spring.io/snapshot</url>
<snapshots>
<enabled>true</enabled>
</snapshots>
</repository>
<repository>
<id>spring-milestones</id>
<name>Spring Milestones</name>
<url>https://repo.spring.io/milestone</url>
</repository>
</repositories>
<pluginRepositories>
<pluginRepository>
<id>spring-snapshots</id>
<name>Spring Snapshots</name>
<url>https://repo.spring.io/snapshot</url>
<snapshots>
<enabled>true</enabled>
</snapshots>
</pluginRepository>
<pluginRepository>
<id>spring-milestones</id>
<name>Spring Milestones</name>
<url>https://repo.spring.io/milestone</url>
</pluginRepository>
</pluginRepositories>



BAR FOIZHRZBIRAXIRS ZOFA

@ : ARBPR-AG-HR tBXServicefllDacE

. BUEEEE
# HEFERXRECE

spring.datasource.driver-class-name =com.mysql.jdbc.Driver
spring.datasource.url=jdbc:mysql://120.76.62.13:3606/xdclass_shiro?
useUnicode=true&characterencoding=utf-8&usessL=false
spring.datasource.username =test

spring.datasource.password =Xdclasstest

#HERMEEEdrui dEdRRE , FOAERETR

#spring.datasource.type =com.alibaba.druid.pool.DruidDataSource
#FEtEHIE$IEsq]
mybatis.configuration.log-impl=org.apache.ibatis.logging.stdout.stdoutImpl

# mybatis TXIZLEICIERCE , FEEBETLA

#mybatis.configuration.mapunderscoreToCamelCase=true
mybatis.configuration.map-underscore-to-camel-case=true

SB55 FEhIZZHKZ ARAERIRSISXEAEASaL

@ : FZAR-AG-NR ZXSXKExEIsaL
- 5% EEAPYNAIREIRITRR


af://n742
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select * from user u
left join user_role ur on u.id=ur.user_id
where wu.id=3

- B8 ERAPNNAISRRER

select * from user u

left join user_role ur on u.id=ur.user_id
Teft join role r on ur.role_id = r.id
where wu.id=3

o F=5 ERABTIRIRIIXER

select * from user u

left join user_role ur on u.id=ur.user_id

left join role r on ur.role_id = r.id

left join role_permission rp on r.id=rp.role_id
where wu.id=1

o FIUYE BEAEXNNAITIRER (EMAFESNABNIRES )

select * from user u

left join user_role ur on u.id=ur.user_id

left join role r on ur.role_id = r.id

left join role_permission rp on r.id=rp.role_id
left join permission p on rp.permission_id=p.id
where wu.id=1

FB6EE EHISLEBE X CustomRealm3Lhk
A7 : BENX CustomRealmFFA&SCEE

o 4fy% AuthorizingRealm
o« E5 doGetAuthorizationInfo
o EE doGetAuthenticationInfo
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SB7EE InESERkZ ShiroFilterFactoryBeanfie EESERE
&7y : ifigShiroFilterFactoryBeanfit B 5Lk
o EEEREMNR
« shiroFilterFactoryBean-)
o SecurityManager-)

= CustomSessionManager

= CustomRealm-) hashedCredentialsMatcher
¢ SessionManager

o DefaultSessionManager : EXASLHL , R Tjavase
o ServletContainerSessionManager: webIfiE
o DefaultWebSessionManager : & RTEENX LI

B8 BRI N EBENX SessionManager3&iiE


af://n804
af://n837

@7 : HERRRSERER TRENXSessionManager

5595 APIBBRIZEISIESCRK
&7 : ifR(EEfilterChainDefinitionMapiZlapiihaf &R

Tocalhost:8080/pub/Togin
locaThost:8080/authc/video/play_record
locaThost:8080/admin/video/order

locaThost:8080/video/update

251058 fEFShiro LogoutflNaz b1

@77 : Shiro logoutFE R EIRBIEFIMNZL1E
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@Test
public void testMD5(){
//INEEE
String hashName = "md5";
/ /ZHEEE3
String pwd = "123";
//INEZREL , FERshiroB™HHY
Object result = new SimpleHash(hashName, pwd, null, 2);
System.out.printTin(result);

ﬁ DI BE : HRERERS | iHEASEEENGE" BSHISEBI xdoass net

SE8E PURIEHIRS S MISCakH

BIs

=11

SLakH B 2 B E X Shiro FiltendiEzs L

: PUPRIEHIER S 3G BE X Shiro Filteridiiggz

v N2

o /admin/order= roles["admin, root"] , 27~ /admin/order X MEOFEEFFEATEE admin 5 root
ZENEIE), 824 FhasAllRoles() } A#Jl&ﬁﬁli
HAROTXK

o IJEER , L HAE HEEER admin (& BREER root BE
o REFFAERHS— BB

BENFilter

// mappedvalue -) roles[admin,root]
public class CustomRolesOrAuthorizationFilter extends AuthorizationFilter {

@override

protected boolean isAccessAllowed(ServletRequest req, ServletResponse resp, Object
mappedvalue) throws Exception {


https://xdclass-html-prod.oss-cn-shenzhen.aliyuncs.com/note/%E6%9C%80%E6%96%B0%E7%89%88%E6%9C%ACRocketMQ4.x%E6%95%99%E7%A8%8B.html
af://n875
af://n876

Subject subject = getSubject(req, resp);

/ REERIL RS ENAEES
String[] rolesArray = (String[]) mappedvalue;

//RERERE , BRREE
if (rolesArray == null || rolesArray.length == 0) {
return true;

3

//Hmisubject@rolesArrayFRYEE— , NIERBRIGE
for (int i = 0; i < rolesArray.length; i++) {
if (subject.hasRole(rolesArray[i])) {

return true;
}
}

return false;

}

o FactoryBeanfii&

Map<String, Filter> filtersMap = new LinkedHashMap<>(Q);
filtersmap.put("roleorFilter",new CustomRolesOrAuthorizationFilter());
filterchainbefinitionMap.put("/admin/**" ,"roleorFilter[admin,root]");
shiroFilterFactoryBean.setFilters(filtersmap);

552£E SLEEHM 2 BENX Shiro Filtend Bz &
&7 : BENXShiro FilteriZiEs8I8iE
. BEFANAE  WIEEViTREasEN

ZR(post)
Tocalhost:8080/pub/Togin

EEREERSER (get)
localhost:8080/admin/video/order
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5B3EE HEEIRA ZRedis®B & CacheManager

a7 : iHREARedisE & CacheManager

- fERREA?
o AN HEEIREBEEINEIERE , WTHNEHARED | MERSFMNIRELLIRIE | FrLAERER

e

. &
o Ntk

<!-- shiro+redis&EFEH -->
<dependency>
<groupId>org.crazycake</groupId>
<artifactId>shiro-redis</artifactid>
<version>3.1.0</version>
</dependency>

o FcEbean

//{ERBEENX M cacheManager

securityManager.setCacheManager(cacheManager());

/ %%k
* BgEredisManager
*/
pubTlic RedisManager getRedisManager(){
RedisManager redisManager = new RedisManager();
redisManager.setHost("Tocalhost");
redisManager.setPort(6379);
return redisManager;

}

/ sk
* FeER{RcacheICHE
* @return
L /

pubTic RedisCacheManager cacheManager(){
RedisCacheManager redisCacheManager = new RedisCacheManager();
redisCacheManager.setRedisManager(getRedisManager());
//RESHIRE , BALER , 20s,
redisCacheManager.setExpire(20);


af://n920

return redisCacheManager;

o Firedis (WMIALEAredis , WSEMN LAIBENE )

= EBRINAHZRE , BAZRAREEINNIBEM |, AEARRTFIFHER(
= https://www.cnblogs.com/it-cen/p/4295984.html
o [FBRIERR

class java.lang.String must has getter for field: authCachekey or id\nwe need a
field to identify this Cache Object in Redis. So you need to defined an id field
which you can get unique id to identify this principal. For example, if you use
UserInfo as Principal class, the id field maybe userid, userName, email, etc. For
example, getUserId(), getUserName(), getEmail(), etc.\nbefault value is
authCachekey or id, that means your principal object has a method called
\"getAuthCachekey(O\" or \"getId(O\""

o MUERBRIEEE , (ZUEFRIME—key

= doGetAuthorizationInfo 5%

FE :
String username = (String)principals.getPrimaryPrincipal();
User user = userService.findAllUserInfoByUsername(username);
BYS)

User newUser = (User)principals.getPrimaryPrincipal();
User user = userService.findAllUserInfoByUsername(newUser.getUsername());

doGetAuthenticationInfofsik

FE :

return new SimpleAuthenticationInfo(username, user.getPassword(),
this.getClass() .getName());

B
return new SimpleAuthenticationInfo(user, user.getPassword(),
this.getClass().getName());


https://www.cnblogs.com/it-cen/p/4295984.html

SBAEE HBEIRA ZRedisE & SessionManager
a1 : B (ERARedisE & SessionManager , EISession&if

o AlEsessiontBBFA(L ?

o EREMNA , AFZRAN , JLABELLARICAPIASAELT(A)
o BAFAK?

/ /B EsessioniFA
customSessionManager.setSessionDAO(redisSessionbA0());

/7'::':

* BENMsessioniFAN

* @return

*/

pubTlic RedisSessionDAO redisSessionDAO(){
RedisSessionDAO redisSessionDAO = new RedisSessionDA0();
redisSessionDAO.setRedisManager(getRedisManager());
return redisSessionDAO;

R
1S .

o DONHREESLIFFIIED Serializable
o logoutiEZAFILARBI—#£ER , iBKlogoutE=fibRredisBEAIRTRATKkey, BIAIBRNT MzATtoken


af://n979

585%E ShiroConfigiE FbeanZhiB

f&1Y : ik#RShiroConfig&Mbean 143

¢ LifecycleBeanPostProcessor
o {EF : EEshiro—LbeanfV4ErpEHE Blbeantliat SHHER

@Bean

public LifecycleBeanPostProcessor 1lifecycleBeanPostProcessor() {
return new LifecycleBeanPostProcessor();

}

o AuthorizationAttributeSourceAdvisor
o {ERB : IANERBRIGER , AINNIXPMAOPEREALRA (shiroBYi AR 1401 @RequiresGuest)

@Bean
public AuthorizationAttributeSourceAdvisor authorizationAttributeSourceAdvisor()

{

AuthorizationAttributeSourceAdvisor authorizationAttributeSourceAdvisor = new
AuthorizationAttributeSourceAdvisor();

authorizationAttributeSourceAdvisor.setSecurityManager(securityManager());
return authorizationAttributeSourceAdvisor;

¢ DefaultAdvisorAutoProxyCreator

o {ERR: PRI _ L T ST ERIAdvistor(BRIRE), B RFa & M4hIAdvisorN FAEIVI N =AIBeand |, &
HEffLifecycleBeanPostProcessorflli&fE A Bl LASIE


af://n1010

@Bean

@ependson("11ifecycleBeanPostProcessor')

public DefaultAdvisorAutoProxyCreator getDefaultAdvisorAutoProxyCreator(){
DefaultAdvisorAutoProxyCreator defaultAdvisorAutoProxyCreator=new

DefaultAdvisorAutoProxyCreator();
defaultAdvisorAutoProxyCreator.setUsePrefix(true);
return defaultAdvisorAutoProxyCreator;

ﬁ FoLe BE  SHREAEES | IHEASEESEIEE" SSRIBBE xddass.net

BIE XS HhUMARIENAN

B15 BN HIRMA TRIENG NS

B : MBRPRAH SR TRIENRSGH
FBEIE : BmiksS  SUIRS . BPIRS

S session
UulD
o JWT

o https://www.cnblogs.com/cjsblog/p/9277677 .html
Oauth2.0

o https://www.cnblogs.com/flashsun/p/7424071.html

5828 S MASEINTGIN ZShiroE & SpringBoot FEENX Sessionid

dn - BFRERA |, SLIMEE Y sessionid
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o Shiro BkiARYsessionid4E Y, 2545 SessionldGenerator
o BGlEE—/2E , LI SessionldGenerator ZOMY5%

/7':7':
* BENMsessioniFEAM

* @return
-,':/
public RedisSessionDAO redisSessionDAO(){
RedisSessionDAO redisSessionDAO = new RedisSessionDAOQ);

redisSessionDAO.setRedisManager(getRedisManager());

//i&BEsessionidEpE

redisSessionDAO.setSessionIdGenerator(new CustomSessionIdGenerator());

return redisSessionDAO;

o RBE100%ISNEE , BORE 55

o PREIFIENipERIERIXEL
o ENNEFZICUERS , AEEiT T EE , EAOCRALUREIGIERS

o Y MRS ER  FRIRXNCIRBFRNAE | AEMTTERIBIRRIS | A2 IEEEXR

\Drl*m}m‘ B HEEAERS | MRS EEEE SSRIEERN xdoass.net

10 ShiroiRf2ast

158 Apache shiro A JEISRELIRIEDLS
@1t : Apache shiro AN JEISRELEFIZDLES
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RPN DR IFRIFYS : jack794666918
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FAITEARIZHRQQEE : 718617859
Bk REEXGFEXIEKES | G350 , Bin , Wil , XEIE | EHEEABASR (5548 )
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